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JBW Group International Inc.

0 Full Service Information Security Consultancy
Founded in 2002, Specializing In

a I1SO 27001 Information Security Management System
Implementation, audit and training

0 1SO 20000 Information Technology Service
Management implementation, audit and training

0 1SO 28000 Supply Chain Security Management System
implementation, audit, and training

O CISSP training

O Clients in the United States, Canada, Japan,
Mexico and Ceniral Amerlcq

O Fortune 50 companies to small businesses; industry
experience in

0 Healthcare, Pharmaceuvutical, Financial Services,
Energy, Telecommunications, Software, BPO
Application and Service Hosting

]BW 0 Methodology based on Internationally
Gr roup Recognized Standards
Find more information at www.jbwgroup.com
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Cloud Computing: Draft NIST Definition
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NIST Definition
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NIST Definition
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Concerns- Vulnerability as a Service?
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CSA Key Issues
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Things to Note

e Gartner’s list focuses mainly on vendor
management and capabilifies-

— lllustrates how cloud business features generate risk
(vulnerabilities inherent in the features where threats
aren’t under direct control of the user)

e Risks generated by business features are

amplified by service and deployment models

— The key takeaway from a security architecture perspective in
comparing these models is that the lower down the [application-
platform-infrastructure] stack the Cloud service provider stops,
the more security capabilities and management the consumer is
responsible for implementing and managing themselves (Hoff,
CSA Guidance version 1)

e CSA list and advisory statement, while
]BW directed largely to vendors, can apply to both
Group users and providers of cloud services
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More Things to Note
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Challenges
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S-P-I Model

Chris Hoff, from Cloud Security Alliance May
2009 presentation
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Challenges

e The fundamental GRC problem:

The fundamental issues of governance and enferprise

risk management in cloud computing concern the
identification and implementation of the

appropriate organizational stfructures and processes
required to maintain effective information security
governance, risk management and compliance,
and fo assure reasonable information security for

both providers and users of cloud computing
services in any cloud deployment model within a
defined business environment.

]BW
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Emerging Legal Standard

0 Reasonable security is arisk-based, fact-specific process
characterized by:

0 Defined governance structures & processes
Identification, inventory and valuation of information assets
Periodic risk assessment (threats, vulnerabilities, impacts)

Controls appropriate to identified risks and adaptable to
changes in the business/technical/threat environments

Management of risks associated with third parties
Training and awareness
Monitoring of controls performance and effectiveness

Appropriate management review of processes, policies and
controls

O Continual improvement
0 And should be business-driven, scaleable, defensible,

]BW sustainable
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See: “Where We're Headed: New Trends in the Law of Information Security,” Thomas J. Smedinghoff, Privacy and
Data Security Law Journal, January 2007
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GRC Problem- Provider's View
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GRC Problem- User’'s View
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How to Address the Issues

e The hard way- reasonable information
security isn't achieved by fulfiling a
compliance requirements checklist. It's
a continually improving management
Process.

e Assurance isn't realistic without well
developed information security
governance and risk management
stfructures and processes

e Reasonable security in the cloud will be
]rl}W collaboratively constructed in some
Group way (and not just by contracts)
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Information Security Governance
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Risk Management
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What is Risk?

Information Assets
Technology Customer Data IP & Trade Secrets Key Contributors
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Risk Management (View from ISO 27001)

Risk Assessment

Process
Level of

Risk
Risk Treatment
Strategy
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What to Look For

* Well-defined information security governance
sfructure and processes in both user and
provider

— Service model may adjust roles and responsibilities
(distributed scope of conftrol for user & provider)

— Deployment model may define accountabilities and
expectations (based on risk assessments for user and

provider)

e User organizations should include review of
specific information security governance
structure and processes as part of their due
diligence of prospective provider
organizations.

* Provider’s processes should be assessed for
capability maturity as well as presence, and
]BW for consistency with the user’s information
roup security management processes.
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What to Look For
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What to Look For
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What to Look For

e When conducting due diligence on prospective service
providers, users should assess the potential vendor not only for
the presence of relevant information security controls (i.e.,
relevant to managing risk per a risk treatment plan for the
potential service), but also for the presence and maturity of
the elements of reasonable information security

e Users should view cloud services and security as supply chain
security issues. This means examining and assessing the
provider’s supply chain (downstream service providers and,
potentially, providers of equipment and other tangibles
related to the cloud servicegj), as well as assessing the current
state of a prospective provider's security controls. This also
means examining the provider’s own third party
management.
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